Case Study
CARE USA Augments Security

The Challenge

In 2017, CARE USA found themselves facing a major crisis when they
discovered that some of their systems had been compromised.

With the complex responsibility of overseeing globally dispersed offices, staff,
and infrastructure, CARE USA’s internal IT Team was tasked with managing
information security efforts across multiple locations worldwide. No matter how
well you think you're protected, a security breach can still happen even with
controls in place, and CARE USA quickly realized their systems were in crisis. By
working with Ingalls, CARE USA was able to not only uncover the root cause of
the breach, but also identify the vulnerabilities that allowed it to happen in the
first place, and ultimately put processes in place to respond to and mitigate any
future risks or incident.

The Outcome
From Crisis to Business Continuity to 24/7/365 SOC Coverage

Even the most seasoned IT teams aren’t always well-equipped to troubleshoot
and solve cyber crimes or potential data breaches. When CARE USA realized
they were compromised, they needed incident response experts to triage,
contain, investigate, and remediate the issue and put controls and processes in
place to mitigate and eradicate future threats.

“We'd had some compromised systems and working with Ingalls we were able
to determine not only what happened, but what were the gaps that led this
attack to be possible,” said Allen Dubsky. “It was kind of an eye-opener for
senior leadership here at CARE, but partnering with Ingalls — and with a major
effort from our senior leadership team — we were able to take our infrastructure
from an almost neglected state to where it is today.”

After the incident response was resolved, CARE USA enabled Ingalls’ MXDR
(Managed Extended Detection and Response) services for comprehensive
alerting, monitoring, and analysis for every endpoint — greatly reducing the risk
of a future incident or breach.

“Ingalls covers all of our endpoints here in the United States, as well as all of our
network traffic,” said Allen Dubsky. Speaking to the actionable tickets received
from the Ingalls SOC, Allen added, “All of that goes to their SOC where alerts are
generated, and then their analysts look them over and create tickets.”

.(/,)' INGALLS

INFORMATION SECURITY

Posture and
Increases Efficiencies With Ingalls

&2 care

About CARE USA

Industry: Non-profit organization
Headquarters: Atlanta, GA
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CARE works around the globe to save lives,
defeat poverty and achieve social justice. CARE
seeks a world of hope, inclusion, and social
justice, where poverty has been overcome and
all people live with dignity and security. For 75
years, CARE has led the way to a better life for
the world’s most vulnerable people. This year,
CARE and partners worked in 111 countries,
reaching more than 174 million people around
the world through 1,600 projects.

“Not only can Ingalls augment
your staff from a monitoring and
analyzing perspective for the
day-to-day things, but they can
also help you build your cyberse-
curity program to a very
effective level in fighting against
cybercrime within your organiza-
tion.”

— Allen Dubsky Jr., CISSP, Director of
Cybersecurity and Information Risk
Management at CARE USA




A Strengthened Security Program

One of the biggest priorities for CARE USA was ensuring a
breach wouldn’t happen again, and one of the critical steps
was identifying gaps in their current security strategy. After an
assessment by Ingalls’ Professional Services team, it was clear
that CARE USA needed help augmenting their current security
efforts and the first way to do that was leveraging the capabili-
ties of a vCISO. The role of a vCISO is similar to that of a Chief
Information Security Officer (CISO), who is responsible for the
overall strategy and implementation of an organization’s
information security program, but on a contractual, consulta-
tive basis. vCISOs are a cost-effective solution for organiza-
tions that don’t have the resources or need for a full-time CISO,
or as a way to augment their existing security team.

The vCISO services helped CARE USA with policies and
procedures for vulnerability lifecycle management, cybersecu-
rity end-user training, business continuity, and disaster
recovery — all the different things needed to help raise and
strengthen their cybersecurity maturity. A critical, real-life use
case for the value of a vCISO was clear when CARE USA
needed to oversee and manage data for a new office in a
different country.

“We needed to understand where their data was, what type of
data we're looking at, what their data procedures were, and
where the gaps were from a data protection perspective,” said
Allen Dubsky. “And Ingalls was able to provide someone very
quickly, and they did a fantastic job.”

A People First, Mission Always Partnership

One thing was obvious to CARE USA from the start: Ingalls was
a company that truly did care about their clients. From the first
interaction to the long-standing relationship years later, the
people at Ingalls are what make all the difference.

“The biggest value at Ingalls is their people,” said Allen
Dubsky. “I'm very good at what | do, but | also need help and |
feel very confident in the level of expertise that they have at
Ingalls. I've never had to wait longer than 30 minutes to an
hour to get a response from Ingalls — really.”

CARE USA was looking for a cybersecurity partner that would
come alongside their existing team to provide cybersecurity
overwatch for their IT environment, and they found that in
Ingalls. “If | could describe the partnership that we have with
Ingalls | would say that we're like teammates,” said Allen
Dubsky. “We rely on each other to get the job done. They're
very easy to talk to from a person-to-person perspective. They
are incredibly intelligent experts in what they do, and they have
a level of expertise and professionalism.”
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The Results

Ingalls Products
* Managed Extended Detection & Response (MXDR)

Collaborative customer
experience focused on
providing real, action-
able insights

792 Endpoints
monitored across CARE
networks by 100% U.S.-
based 24/7/365 SOC

vCISO services helped
strengthen cyber risk
management policies
and procedures

Full IR investigation,
containment, and reme-
diation to ensure
business continuity

¢ Continuous External Penetration Testing

* vCISO

* Incident Response & Breach Remediation

To learn more about how Ingalls can partner
with you to secure your network, visit
www.iinfosec.com or email us at

sales@iinfosec.com.




